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1  |  EXECUTIVE SUMMARY

Phishing attacks are not only increasing as time goes on but also they’re evolving. As countries 

have to deal with the coronavirus (COVID-19) pandemic, many organizations, companies, and 

government agencies choose remote working to reduce coronavirus infection risk. However, 

while remote working helps for protection against COVID-19, it will also pave the way to new 

attacks like spear-phishing, whaling, Business Email Compromise (BEC), phishing scams and 

social engineering attacks.  Criminals often use fear, chaos and confusion to manipulate victims 

and conditions today are perfect for them to carry out an attack and be successful.

Over 90% of data breaches originate from phishing attacks, therefore, phishers never stop. 

They can even trick the most vigilant users who always rely on basic security practices to spot 

phishing.  Criminals can use sophisticated phishing emails that have a fake pop-up login which 

is actually created with HTML and JavaScript, and look and feel exactly like a legitimate browser 

window—a status bar, navigation bar, shadows and URL to the website with green lock pad 

indicating a valid https. Criminals have the ability to hide malware & phishing sites under SSL 

certificates to manipulate people into clicking malicious links.

No one is 100% secure, it is a matter of time before anyone gets hacked.  Therefore, it is 

important to learn how to spot phishing emails and for businesses, to identify the weak assets 

within their organisation to reduce and mitigate the risk. 

I hope our 2020 Phishing Trends Report will serve this purpose, helping companies in their 

cybersecurity and awareness efforts and guide their focus towards departments that are more 

vulnerable to social engineering attacks.

Stay tuned, stay safe!

Ozan Ucar 
CHIEF EXECUTIVE OFFICER 
KEEPNET LABS
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2  |  INTRODUCTION

Phishers never stop, they use any language to trick their victim, and today the COVID-19 

pandemic is no exception, they continuously seek to benefit from this crisis. Also, nearly a 

third of all breaches in 2019 involved phishing, according to the 2019 Verizon Data Breach 

Investigations Report. Despite many measures, like awareness training and phishing tests, 

organisations  still continue to be vulnerable to phishing attacks.

Cybercriminals target particular jobs and departments in different industries, connected to their 

purposes. For instance, they usually send phishing emails containing macro Ransomware to the 

HR employees or Consulting firms who have to deal with certain attachments. Therefore, these 

people are more likely to open the attachments than the others who do not regularly get emails 

with attached documents.

Purpose of the report is to render insight into the vulnerability of corporations on a department 

and industry basis. The report sheds light and provides clarity on which departments and 

industries are more prone to phishing attacks. This report will enable organisations to gain a 

better understanding of vulnerable departments and industries. The results indicated that the 

employees who deal with large quantities of data are likely to fall for phishing emails like the 

last years’ result.

Our 2020 Phishing Trends Report is significant in that it will serve organisations in their 

cybersecurity and awareness efforts and guide their focus on the departments and industries 

that are susceptible to email-based cyber attacks. One of the critical findings is that business 

departments that have access to valuable company information have problems recognising 

phishing emails. Additionally, organisations in Consulting, Apparel & Accessories, Technology, 

Group Companies/Conglomorates and Aerospace sectors are most vulnerable to phishing 

attacks.

Among the main findings are the following results: 

	J 1 in 2 employees are likely to open and read phishing emails.

	J 1 in 3 are likely to click the links in phishing emails (that may lead to the silent 

installation of malware/ ransomware) or download attachments. 

	J 1 in 8 employees are likely to share information requested in phishing emails (revealing 

credentials may cause intellectual property and data theft, and if often the first stage of 

a major cyber attack).
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3  |  METHODOLOGY

We have assessed over 410,000 results of sanctioned phishing emails around the world in 2019 

that belong to Keepnet’s on-cloud customers. All data were anonymously evaluated and the 

departments and industries vulnerable to phishing attacks were identified.

4  |  STATISTICS OVERVIEW

In 2019, Keepnet Labs customers who use our cloud-based platform sent simulated phishing 

emails to over 410,000 target users. According to the statistics1, 50.42% of phishing messages 

were opened by the target across all campaigns, 32.09% went on to click the malicious 

attachment or link, 12.71% submitted their information and thus enabled the attack to succeed, 

which was 12.87% in the previous year.

12.71%

PERCENTAGE OF RECIPIENTS
WHO SUBMITTED DATA

32.09%

PERCENTAGE OF RECIPIENTS
WHO CLICKED THE EMAIL

50.42%

PERCENTAGE OF RECIPIENTS
WHO OPENED THE EMAIL
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5  |  DEPARTMENT ANALYSIS

Department-based statistics were collected from phishing tests in 2019. 

Data that were not categorised by their department are labelled as “Others”. The summary of the 

statistics based on the types of employee behaviours by departments are shown below.
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5.1  |  PERCENTAGE OF EMAILS READ BY RECIPIENTS

Employees in Legal/Audit/Internal Control, Quality Management/Health and Purchasing/

Administrative Affairs departments are the most likely to open and read phishing emails. 

According to the previous years’ statistics, employees in Legal/Audit/Internal Control, 

Purchasing/Administrative Affairs and Quality Management/Health departments were the top 

3 departments who opened and read phishing emails. The top three did not change but Quality 

Management/Health moved to second in 2019.  

The Finance Department and Business Units/Operations stays as the department most unlikely 

to read or open a phishing email, as in the previous years’ statistics.
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5.2  |  	PERCENTAGE OF EMAILS THAT HAD LINKS 
CLICKED BY RECIPIENTS2

Employees in Legal/Audit/Internal Control, Purchasing/Administrative and Quality 

Management/Health departments are most likely to click on the links in phishing emails. These 

statistics indicate that vulnerable departments have not changed since the previous year since 

these three departments were the top three according to the last years’ statistics as well.

It is essential to bear in mind that most of the sensitive information that cybercriminals require 

is accessible to users who operate in these units. This circumstance generates a serious threat to 

organisations because these specific individuals are keys to a doorway that lets hackers inside.

In terms of clicking rate, Information Technology, Finance and Business Units/Operation are the 

top three departments that are most resilient against phishing attacks like the previous year.
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2 We combined the statistics of users who clicked on the fake link and  
downloaded the fake malicious attachment in the phishing email as  
“Percentage of Emails That Had Links Clicked By Recipients”
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5.3  |  	PERCENTAGE OF EMAIL RECIPIENTS THAT 
SHARED INFORMATION

Employees in Quality Management/Health, Purchasing/Administrative and Legal/Audit/Internal 

Control departments are the most likely to disclose information (i.e. credentials) requested in 

phishing emails. These departments were again in the top 3 departments who submitted their 

information in the previous year.

These statistics prove that specific departments are more inclined to share sensitive information. 

These departments need to pay more attention due to their positions.

Business Units/Operations, Finance and Information Technology departments are the top three 

departments that are least vulnerable to the phishing attacks. In the previous year, Finance, 

Business Units/Operations and Research & Development departments were respectively the top 

three departments.
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6  |  INDUSTRY ANALYSIS

We have also assessed businesses of varying sizes across more than 20 different sectors.

Industry-based statistics are collected from phishing tests in 2019. Data that were not 

categorised by their industry are labelled as “Others”. The summary of the statistics based on the 

types of employee behaviours by industries are shown below.

100500

OPENED CLICKED SUBMITTED

ELECTRONICS

CALL CENTERS

CARGO HANDLING

LEGAL

GOVERNMENT

HEALTH CARE

NON-PROFIT

RETAIL & WHOLESALE

AUTOMOTIVE

PHARMACEUTICALS

SERVICE

REAL ESTATE
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AGRICULTURE

CHEMICAL

SOFTWARE

AIRLINE
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FOOD, BEVERAGE & TOBACCO
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CONGLOMERATES
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EDUCATION

BETTING
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CONSULTING 30.66% 63.28% 83.30%

A 17.87% 70.72%

10.46% 23.07% 66.24%

27.33% 65.93%

10.00% 26.47% 65.29%
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AB 56.07%
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12.35% 20.41% 43.42%

15.03% B 43.35%

11.35% 20.57% 39.01%

11.33% 22.07% 38.72%

8.81% 18.90% 38.43%

A 25.10% 37.92%

A 15.00% 37.61%

A 14.29% 36.10%

9.95% 17.62% 34.69%

10.04% 21.11% 32.90%

11.29% 20.15% 30.46%

A 17.12% 26.85%

A 16.28% 26.74%

A 14.98%22.01%

A B 14.64%

A B C

B C

BC

25.92% 53.02% 72.07%

A: 3.23%

A A: 4.89%

A: 5.26%

B: 48.15%

A: 0.93% ~ B: 3.74%

A: 5.88%

B: 21.08%

A: 3.88%

A: 6.29%

A: 5.45%

A: 2.46% ~ B: 5.88%

A: 2.59% ~ B: 8.97% ~ C: 14.26%

A: 0.17% ~ B: 0.37% ~ C: 5.86%

A: 0% ~ B: 1.68% ~ C: 3.52%

A: 6.23%

A: 7.36%

A: 7.31%
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6.1  |  PERCENTAGE OF EMAILS READ BY RECIPIENTS

Organisations in Consulting, Banking, Telecommunications, Transportation and Department 

Stores sectors are the most likely to open and read phishing emails. Yet, organisations in 

Electronics, Call Centers, Cargo Handling, Legal, Government sectors are the most unlikely to 

read or open phishing emails.
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6.2  |  	PERCENTAGE OF EMAILS THAT HAD LINKS 
CLICKED BY RECIPIENTS3

In terms of clicking on a phishing link, organisations in Consulting, Apparel & Accessories, 

Education, Technology, Conglomerates remain in the top 5. Yet, organisations in the Call Center, 

Electronics, Accounting, Legal, Cargo Handling sector are the most unlikely to click on a phishing 

link in the 2019 database.
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HEALTH CARE

NON-PROFIT
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CONSULTING 63.28%

17.87%

23.07%

27.33%

26.47%

21.05%

47.00%

32.24%

48.15%

1.68%

3.74%

40.28%

31.78%
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18.90%

25.10%

15.00%
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3 We combined the statistics of users who clicked on the fake link and  
downloaded the fake malicious attachment in the phishing email as  
“Percentage of Emails That Had Links Clicked By Recipients”
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6.3  |  	PERCENTAGE OF EMAIL RECIPIENTS THAT 
SHARED INFORMATION

In terms of submitting credentials or sharing information, organisations in Apparel & Accessories, 

Consulting, Securities & Commodity Exchanges, Education, Conglomerates remain in the top 5. 

However, organisations in the Electronics, Call Centers, Accounting, Legal And Cargo Handling 

are the most unlikely to click on a phishing link in the 2019 database.
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7  |  CONCLUSION

From correspondence and financial operations to social networking and task & workflow 

processes, organisations depend upon their email systems to operate effectively, therefore 

results are potentially disastrous.

We have revealed that the key departments that access most of the sensitive information are  

more vulnerable to phishing attacks, like in the previous year. Phishing attacks are winning 

because they target fundamental and typical human nature. Once these departments are 

jeopardised, it can have a devastating effect on any organisation. Besides the direct economic 

cost, such as theft of corporate information, breaches can lead to disruption to brand and 

reputation. There will also be legal and regulatory challenges to deal with in the aftermath of an 

incident. 

Moreover, our report revealed that organisations that deal with email everyday with intense 

frequency have problems in identifying phishing attacks like Consulting, Technology , Financial 

Services and Transportation companies.
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About
Keepnet
Labs

Keepnet Labs protects businesses throughout the full 
lifecycle of email-based cyber-attacks.

We have developed a full spectrum suite of cyber-security 
defence, threat monitoring, security management and 
user awareness products that encapsulate an integrated 
approach to people, processes and technology thus 
reducing the threat in all areas of cyber risk.

We are committed to continuous innovation and expansion 
of our suite of security products in order to meet the needs 
of a dynamic and rapidly growing networked population in 
a constantly evolving cyber-threat environment.

Our cyber defence strategy adopts three holistic elements:  
people, process, and technology:

	J People: we focus on the “human factor”, using 
engaging, structured, content to raise cyber 
awareness and engender “active defence” 
behaviours.

	J Process: we support the development and 
management of user security awareness plans, 
monitor user compliance and Key Performance 
Indicators and embed cybersecurity as an intrinsic 
part of the corporate culture.

	J Technology: we scan and isolate malicious 
attachments and email content and provide system 
administrators with “one-click” management across 
the enterprise.

Keepnet Labs improve overall organisational security 
posture and mitigate cyber-risk by; 

	J Real-time analysis and management of email-borne 
threats.

	J Threat simulation designed to test the organisations’ 
security posture.

	J The availability of timely threat intelligence.

	J Realistic, but safe, phishing simulation.

	J Supporting security awareness training programmes

	J Our internal corporate strategy creates a 
stimulating and innovative environment where the 
Keepnet team has the opportunity to continually 
enhance their skills and creativity while contributing 
to growth.
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