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Executive Summary
Acme Corp is a growing and award-winning accountancy practice reaching across the south of England through nine
offices and around 185 employees.
This growth in part was contributed by acquisitions between 2010 and 2016 which gave Acme Corp expansion in size
and capabilities in people, but also brought new processes and existing IT infrastructure to incorporate.
Offering expertise in accountancy, tax and business advice, Acme Corp regularly collect, process and store clients
sensitive data and whilst not regulated under an industry public body they hold a responsibility under General Data
Protection Regulation (GDPR), introduced in May 2018 to know at all times what data they hold, where it is stored and
to maintain the protection of that sensitive data from loss at all times.
Due to the levels of sensitive financial data held, it presents Acme Corp with a considerable level of governance that
they must adhere to in the protection of that data.
Acme Corp assessed their controls and protections against the Government and industry supported Cyber Essentials
scheme in October 2019 as a way of assuring clients that they were committed to safeguarding their systems and
sensitive data.
Cyber Essentials is a foundation level certification designed to provide a statement that the organisation has
reviewed the basic controls to mitigate the risk of a cyber-attack, conducted through a self-assessment process and
carried out under the guidance of a third party cyber security assessor.
Whilst the foundation level of Cyber Essentials provides organisations with a good level of situational awareness to
the threat and risk of Cyber-attacks, organisations of Acme Corp’s size and IT Infrastructure maturity have outgrown
the minimum requirements and feel that it is important to extend their security controls and best practices inline
with Cyber Essentials Plus or the CIS (Centre for Internet Security) frameworks.
Through a brief workshop with the IT team, it has been possible to assess the businesses appetite to cyber risk and
their current state of security against the comprehensive needs of an information and cyber security framework.
The objective of the assessment is to identify any gaps or areas for improvement, providing recommendations and
guidance to improve the methods for information and cyber security.
This document is the final report from this activity; with the aim to work closely with Acme Corp in the future to
further assess and close any significant gaps and help Acme Corp plan for and measure against a target state that fits
their business needs.
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Cyber and Information Security in Context
Cyber security is a relatively new discipline that has grown with the increasing use of the Internet and Internet-related
technologies for the delivery of IT services, and it is focused on preventing unauthorised access and use of digital data
held by businesses.
Information security is a broader concept that addresses the protection of any form of data (whether digital or
otherwise) from any form of threat to that information.
Whilst not a regulated business, the security maturity of Acme Corps current technologies, processes, and people
should be assessed to an information security level, in order to help reduce the threat to business critical and
sensitive data held by the company.
It is important for all stakeholders in any business to understand what their cyber risk is, how likely the event will
happen and if it does what the impact will be on the business.
Cyber-attacks are becoming more commonplace in today’s world and the perpetrators behind them are ever more
sophisticated, meaning that the risk of becoming a victim is heightened and the impact potentially greater compared
to attacks against IT systems in the past.
Most cyber-attacks today are untargeted, but instead opportunistic in nature and encompass many different
computer related events, such as cyber theft of personal information or money from bank accounts.
Cyber-attacks—such as viruses and ransomware will impede your ability to work by shutting down your computer
systems; and malware, email phishing, will attack your business to gather information for a future, more calculated
breach that will deliver the biggest financial gain, when least expected.
The list of attacks is constantly growing and to cybercriminals, the data and information held by Acme Corp is a
valuable commodity.
With a single employee record containing tax and financial details reaching anything up to £30 on the dark web, this
data presents a hacker with a considerable incentive to obtain.
There is a strong case for any business using or storing sensitive personal data to be vigilant and understand their
obligations to protect it.
Vulnerabilities in IT systems are often uncovered through the attackers’ use of automated scripts that are running in
the background 24/7 indiscriminately looking for a route into individuals’ or businesses’ data.
Equally, the careless disclosure or loss of sensitive data by a member of staff in any form can give unscrupulous
individuals or groups access to confidential information and systems and find the business in breach of GDPR
regulations which can warrant large financial fines and loss of reputation.
In Cyber security, there are no guarantees and we cannot be 100% secure, but terrible things can happen to good
companies.
Cyber is not necessarily fair but traditionally bad luck in this area will favour those businesses that are not conscious
of their level of security maturity and the importance to improve and maintain ongoing.
Cyber and information security should therefore be central to any organisation's health and resilience, and the
importance of the company’s and individuals’ responsibilities should be high on the executive agenda and promoted
from the top down.

+44 (0)1285 323 727

info@accelerate-technologies.com

explore more / accelerate-technologies.com

The ICT Partner / for Security, Monitoring and Performance

Accelerates Approach to Cyber & Information Security
Maturity assessments serve several purposes to organisations like Acme Corp.
• As an assurance tool
• As a benchmarking tool
• As a quality tool
• As a gap analysis tool
For the purpose of this assessment, Accelerate Technologies has used the CIS (Centre for Internet Security)
framework, developed by a community-driven non-profit organisation and globally recognised for best practices, to
evaluate Acme Corps operational resilience and cybersecurity practices. The CIS assesses programs and practices
across a range of ten domains including risk management, incident management, service continuity, and others.
Accelerate has taken into consideration the size and type of the Acme Corp business and in some areas of the
framework have not been scored but will be addressed through future assessments.
Crucially the true value of an assessment to Acme Corp comes from the measurement of the existing organisational
resilience as well as providing a gap analysis in the context of improvement required to achieve recognised best
practices.
Whether it’s their aspiration to achieve the PLUS level of Cyber Essentials or just confidence in the awareness and
obligation to keep customer data secure, without a level of commitment to act on the result and document a
roadmap of actions, it will be difficult to achieve an improved state of maturity.
However, it’s also important to remember that IT maturity and cyber security are moving targets and an ongoing
process of improvement as new technologies, threats, and best practices emerge.
Accelerate can help Acme Corp to build an effective cyber and Information security strategy within the organisation,
following a layered approach to help build the right environment and processes.

+44 (0)1285 323 727

info@accelerate-technologies.com

explore more / accelerate-technologies.com

The ICT Partner / for Security, Monitoring and Performance

Evaluating People, Process & Technology
Our security model offers a granular view into controls, using a 5 tier (industry standard) model, and as a median,
level 3 is defined as best practice and what many (but not all) organisations will strive for.
How can businesses provide effective security?
There are three components which allow classification of attack vectors as well as defensive measures:
People which are our main targets as well as our ultimate defenders, processes, which can introduce vulnerabilities if
not defined and followed, but are also important in efficiently detecting and responding to threats we pose, and the
technology that is used.
All three components are as important as each other to achieve effective security.
The report on this occasion does not provide individual assessment scores for people, process, and technology, but
instead we have reviewed Acme Corps activity in each category to provide an average for the organisation across
each of the framework sections.
The results provided are not evidenced, instead considered to be an honest self-assessment that reflects the way an
organisation perceives themselves.
It is important to note, a score of 1.7 could mean that the organisation has built many of the controls required to
achieve level 2, but not all the required elements are in place.
The weighting score of each area will highlight the need for consistency in People, Process & Technology, highlighting
that an organisation is only as strong as their weakest area.
To illustrate these levels, we’ve offered example controls in the model. As far as these controls go, one size does not
fit all: for some businesses their website may be their primary business channel, so they will likely require more
advanced controls in that channel in order to support their maturity level.
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Maturity Level
Overall, the results of the initial assessment are encouraging – most of the key areas are being addressed to a level, or
importantly there is an awareness and desire to improve.
Acme Corps use of older and more industry specific applications present the IT team with an ongoing and increasing
challenge to providing stronger security, unlike the more modern, cloud delivered applications that have been
designed with security in mind.
Throughout the workshop the IT team provided numerous indications of following standard IT practices when
designing, implementing, and delivering core IT services to the business. The team are conscious of the resilience
and recovery needs to maintain business operations in the event of environmental incidents or technical failures and
showed a strong response to delivering remote access facilities during the recent pandemic.
It is not uncommon to hear that security requires a balance between usability and protection and an over engineered
security solution or overly complex process will most likely put users off using the technology, none more so in an
industry where time is a billable exercise and there is a characteristic resistance to change in technological
innovation.
But as we look forward to helping Ace Corp create a target state of security, a process of security education and
awareness will aim to incorporate a cultural change to cyber security with a standardised approach in the review of
the risks and security requirements for any new or changing IT initiatives.
The assessment has allowed Accelerate Technologies to build a good view of the organisation, the IT team, and their
attitude to building a more secure environment to protect the sensitive data they hold.
Acme Corp also showed awareness for security controls in each of the assessment areas but limited evidence of
documented processes that could be communicated or called upon when needed.
Due to the nature of the business, highly sensitive client data is being handled on a daily basis and whilst there are
agreed and documented processes for the sharing of confidential data on encrypted USB drives and secure web
portals, there appears to be instances when sensitive data will inadvertently be discussed and shared across other
digital channels.
It is not to say that this data cannot be communicated or shared through alternative channels as long as it is sent to
the intended recipient, but the tracking and storage locations become fragmented and the protections of this data
become more difficult for the IT team to control.
Data discovery and classification of highly sensitive data is an area that could help Acme Corp deliver better visibility
and management, although Accelerate Technologies are cautious to the added strains this could place on the
business and IT teams.
One area of risk that Accelerate felt should be addressed with improved security and access control was through the
recently deployed Windows RDP remote access solution put in place to address the performance constraints
introduced by their legacy applications.
With Acme Corp running fixed user passwords and RDP Brute-Force attacks attributing to 44% of all successful UK
breaches, it is important to improve the authentication requirements of the solution through advanced
authentication solutions like Multi-Factor authentication or a Secure Service Edge perimeter solution.
Whilst the purpose of the assessment was to provide Acme Corp with an educated opinion of their security maturity
level, the score is intended to be an indication, construed from brief conversations with the IT team rather than
evidence based.
If Accelerate were to continue helping Acme Corp in achieving a security certification or just better security controls, a
target state plan will be jointly developed, incorporating evidence of controls.
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1.8

Industry Comparison
The maturity framework is designed to compare current state with best practice, and it helps to benchmark
performance against another organisation within the same or similar vertical.
Whilst there are no direct industry related maturity scores related to the accounting industry, finance is typically seen
to be the closest match.
Finance, understandably is also the most mature vertical when it comes to security maturity, coming closest to the
considered best practice benchmark score of 3.0.

2.5
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Recommendations
The following recommendations aim to highlight a few areas Acme Corp should address as part of any future target
state but will be discussed and agreed in any follow up meeting.
The recommendations are not conclusive, with each of the security control sections providing a more detailed
insight.
•

Adopt a security framework – Following a framework will help Acme Corp to record and track efforts to
protect critical business assets and sensitive data.

•

Add secondary level authentication (Multi-Factor Authentication) or Security Service Perimeter against any
public Internet exposed assets and services to mitigate high risk of attack and breach.

•

Address user privilege levels with least privilege access – In Acme Corps instance, identifying an alternative
approach to the administrative privileges to certain accounting packages.

•

Instigate regular visibility and review of 3rd party IT suppliers, entirely responsible for managing perimeter
security infrastructure configurations.

•

Perform software vulnerability assessment of known assets exposed to internet, document outcomes and
implement plans to remediate dependent on risk profile.

•

Discover and document all locations of sensitive & critical information, including obligations to GDPR
compliance.

•

Review and increase existing O365 Mail security policies and threat notifications to improve on base level
protections and ability to detect and respond to malicious intent.

•

Implement monitoring activities for privileged accounts that have access to make changes to critical
infrastructure.

•

Introduce regular & measurable cyber awareness and skills development program with reward, recognition,
and cultural change to reduce Acme Corps risk to cyber incidents, data and financial loss.
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Maturity Assessment Details (example)
Asset Management
Maturity Level = Developing
Managing assets is one of the single most important steps Acme Corp can do to improve their security but it can also
be one of the most labour-intensive processes without automation and notification.
To deliver effective security, it is important to know every IT hardware and software asset that could be exposed to
the internet through IP communications, whether that asset is fixed at a given location or mobile.
Furthermore, in today’s growing application driven society the proliferation of shadow-it with unapproved software
or cloud applications increases the risk of compromise.
It is impossible to know the effectiveness of an organisation’s software patching, risk management, antivirus, license
violations and physical theft without building a comprehensive inventory of assets.
It is important to mention that Acme Corp presented good knowledge of the types and location of critical services
and assets that the business needed to operate, along with the most appropriate digital protections and recovery
methods of those assets in the event they were hit with an incident.
It is also positive to see a comprehensive endpoint security solution being used additionally to the standard Microsoft
defender security offering, delivering all important virus, malware, vulnerability scanning, software patch
enforcement, web, and device control.
It is understood that the current endpoint protection solution is also being used as an asset management tool to
track user and server assets owned by the business, including the status of protection, applications, software
versions and compliance, but this does not currently extend to company owned mobile devices taken off premise or
include assets that make up network, security or WAN connectivity.
Least privilege access restrictions for critical services and endpoint devices should be enforced based on the
protection requirements, priority and sensitivity of the information that is held on that device.
It is important to secure devices so that only authorised users can open software and view the information contained
within it, but without excessive privileges that could leave the business at high risk of an attacker traversing the
organisation with little to no restrictions.
Unfortunately, IT have described many applications inherent of the industry which present limitations in the software
architecture and demanding users have admin privileges.
Due to the quantity, sensitivity and numerous locations of client data within the business, I feel there is room to
improve in the awareness and documentation of the type of data, where it is being stored and the impact if it were to
be compromised.
A documented picture of the data and how it is processed and shared would provide Acme Corp IT with the ability to
make better informed decisions around how to protect this data.
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Recommendations
•

•
•
•

Adopt a central inventory of business assets, collating information of all critical assets that are IP
connected with a high chance of compromise from vulnerable software and internet exposure.
Utilise regular IP scanning to alert of new or changing assets on the network.
Identify alternative methods of securing legacy applications and assets with least privilege account
access.
Discover, prioritise, and document all locations of sensitive information.
Define a sustainable protection policy supported by improved threat awareness and culture in the
business.
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The Security Assessment would encompass a review of the following additional security controls and provide
recommendations for improvement in each section.

• Controls Management
• Configuration & Change Management
• Vulnerability Management
• Incident Management
• Service Continuity Management
• Risk Management
• External Dependencies Management
• Training and Awareness
• Situational Awareness
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