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Are You Ready for
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Executive Summary
The Year the Industry Discovered
the Need for SASE
FOR

58%
of SASE adopters the
shift from working in the
office to working from
anywhere took only
hours or few days

A new networking and security paradigm. The world's largest
experiment in remote access. The decade's most sophisticated
security breach. What a strange year it's been for IT teams.
At the start of 2020, several months had elapsed since Gartner
upended long-held notions of enterprise networking and security
with the introduction of secure access service edge (SASE).
The architecture anticipated that enterprise IT would gradually
replace networking and network security appliances with a single,
global service connecting and securing all sites, remote users, and
cloud resources.
Many questioned the need for the agility enabled by SASE — and
then COVID-19 struck. All of us saw how, overnight, enterprises had
to shift from working in the office to working from, well, anywhere.
IT met the challenge at considerable expense. Enterprises
invested in scaling up their VPN servers, increasing bandwidth at
key sites, and doing whatever was necessary to get the company

SASE

CUSTOMERS

equipped to support widespread work-from-home (WFH) efforts.
For many, it became weeks and months of work.
For SASE adopters? Hours and days, reported 58% of SASE
respondents in this, Cato’s fifth annual networking survey. This
survey probed the impact of the pandemic, SASE and more on IT
purchasing and strategies.
And just as we began the year with an argument for SASE, so to
we ended the year with another example that underscored the
value of a SASE platform. We're speaking about Sunburst, the most
sophisticated cyberattack in the past decade. Most enterprises
will be grappling with updating defenses and identifying infections
for weeks and months to come. And SASE customers? Within
hours of identifying Sunburst, all customer defenses had been
updated, and infected customers identified.
Hours. Not days or weeks but hours. That's the power of SASE.
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Home is the new branch office,
and remote users are the new
tenants of the WAN
Two themes — connecting remote users and
securing them — dominated IT networking
strategies last year and will continue to do so
for the foreseeable future.

72%

74%

57%

increased investment in
scaling VPN resources

increased investment in
security infrastructure

increased investment in
adopting cloud applications

During the early days of COVID-19, companies rushed to connect their
workforces. This was phase one. They invested heavily in their existing
infrastructure, scaling VPN resources and security to connect users. Investment
also saw strong adoption of application infrastructure well suited for remote
users, such as cloud applications and cloud datacenters.
Most enterprises, though, will not go back to working solely from the office
anytime soon. 81% of respondents indicated that their enterprises would
continue with WFH or mixed remote- and office-based workforces. By contrast,
before COVID-19, less than a quarter of their workforce primarily worked
remotely, reported 73% of respondents. Work from home is the new normal.
At the same time, the shift to remote work led to decreased investment in legacy
network infrastructure. More than a third of respondents (38%) indicated that
they froze deployments of branch office SD-WAN appliances. And last year's
most popular primary use case confronting IT organizations — Replacing MPLS
with more affordable alternatives, such as SD-WAN — became the lowestranked use case this year (28% of respondents).

Employees
WFH

Replacing
MPLS with
SD-WAN

25%

81%

Before
COVID-19

After
COVID-19

48%

28%

2019

2020
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With WFH and remote access
continuing, enterprise budgets
and priorities will focus on remote
access performance and security
Accommodating those users long-term will lead to phase two of remote
access investment. Enterprises will improve the remote user experience
and bring the same level of and security delivered in the office to home
users. SASE platforms, particularly those that can bring security protections
anywhere, will play a vital role in this transformation.

47%

of respondents voted for
remote access as the primary
focus for IT organization over
the next 12 months

Remote Access Performance
Remote users have had to tolerate suboptimal performance.
They had to put up with sluggish screen refreshes and file
transfers that lagged. No longer. With remote work, the new norm,
boosting remote access performance went from being the least
popular use case last year to become the most popular use case
confronting IT in 2021.

Security Best Practices
Security will see a strong focus in 2021. Most respondents (57%)
felt they lacked the time and resources to implement recognized
security best practices namely:

41%

Monitoring user and file activity to detect malicious users
exfiltrating data

41%

Conducting phishing simulations

40%

Analyzing security logs to detect internal threats and
penetration attempts

39%

Auditing access to sensitive data

39%

Educating users with cybersecurity awareness training program

It's no wonder that defending against

66%

emerging threats like malware/
ransomware are the most popular security
challenges facing organizations (66% of
respondents).

Remote users need the same protections as office users.
The URL filtering, access control, anti-malware, IDS/IPS — all
available in offices now need to be delivered to the home but in a
way that doesn't compromise performance. Many organizations
lack a strategy for achieving that goal.
When asked about their security challenges:

58%

of respondents pointed to
enforcing corporate security
policies on remote users, making
it the second most popular
security challenge.

44%

of respondents pointed to
providing and managing
secure remote access, making
it the second most popular
networking challenge.
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SASE delivers significant benefits to
early adopters during COVID-19
While the SASE market continues to be young, early adopters were vocal in their support:

86%

70%

55%

55%

reported increased
security

time savings in
management and
maintenance

overall cost savings

greater agility in adapting
to new conditions or
challenges

SASE solves the IT security skills shortage by harnessing the power of security best practices, skilled
experts, and cloud self-maintaining architecture.

Confidence ran high in SASE's ability
to meet tomorrow's challenges
Confidence of respondents in the
network's ability to adapt to industry
and business challenges

69%
SASE

56%
OTHER
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SASE: Where convergence and
cloud-native remain key
This survey asked respondents about a broad sweep of SASE architectures
present in the industry. Loosely those architectures divided into appliances and
cloud services. What we found was that SASE benefits become particularly
evident when the SASE service is:

Converged
Connecting and securing users and resources everywhere

Cloud-native
Applying the cloud's scalability, elasticity, and agility to handle
compute-intensive security and network processing often
limited in branch appliances.
Overall, when asking respondents about their satisfaction with migrating to
SASE, more than half (67% of respondents) indicated they were neutral. Less
than a third (32% of respondents) indicated they were satisfied with their
decision. Odd for a technology so well received. However, when we dove into
the data and separated SASE offerings by architecture, a very different story
emerged. We found that:

58%

of respondents indicated they were
satisfied with migrating to SASE
cloud services

29%

of respondents indicated tthey were
satisfied appliance-based SASE

Packaging security and networking into a cloud service that can be updated
instantly across the globe and is monitored and maintained by the provider
addresses long-held IT challenges.

Cato:
The SASE Solution for
Today's Business
Cato is the world's first SASE platform, converging
SD-WAN, network security, and Zero Trust Network Access
(ZTNA) into a global, cloud-native service.
Cato optimizes and secures application access for all users and locations.
Using Cato Cloud, customers easily migrate from MPLS to SD-WAN, optimize
connectivity to on-premises and cloud applications, enable secure branch
Internet access everywhere, seamlessly integrate cloud datacenters into the
network, and connect mobile users with Cato SDP client and clientless access
options. With Cato, the network, and your business, are ready for whatever's next.
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About the Survey
A total of 2,376 random respondents took our 2021
Networking Survey between October 19, 2020 and
November 30, 2020.
Qualified respondents were IT executives and staff, instrumental in their
network or their security infrastructure. Their organizations spanned all
industries except for telecommunications. All enterprises had at least
SD-WAN, SASE, or MPLS in their backbones. In total, there were 773
qualified respondents.
More than half of respondents identified working for companies with a
global (43% of respondents) or regional footprint (23% of respondents).
The vast majority (71% of respondents) had 11 or more locations, 24% of
respondents came from companies with more than 100 locations.
The companies were primarily headquartered in North America (47% of
respondents), Europe (26% of respondents), Asia (18% of respondents),
Middle East and Africa (3% of respondents), and Latin and South America
(2% of respondents). Remote sites were across the globe, with 64% of
respondents having remote sites in North America followed by Asia (48% of
respondents) and Europe (47% of respondents).
Respondents were distributed across all industries, with the three most
popular sectors being Manufacturing (22% of respondents), Finance
and Financial Services (12% of respondents), and Healthcare and
Pharmaceuticals (11% of respondents).
As for position, network-related roles were the most predominant (39% of
respondents). Security roles constituted 16% of respondents. A quarter
were IT directors or above.
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Detailed Findings
Which of the following best describes the principal industry of your organization?

22%

12%

11%

6%

Manufacturing

Finance & Financial

Healthcare

Education

Services

& Pharmaceuticals

6%

6%

5%

4%

Government

Transportation

Retail

Business Support

& Delivery

& Consumer Durables

& Logistics

4%

4%

4%

3%

Construction,

Food

Utilities, Energy,

Automotive

Machinery & Homes

& Beverages

and Extraction

3%

3%

2%

2%

Entertainment

Nonprofit

Airlines & Aerospace

Insurance

& Leisure

(including Defense)

1%

1%

1%

Advertising

Real Estate

Agriculture

& Marketing
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Where is your company headquartered?

26%
Europe

47%

1%

North America

1%

China

Middle East

2%

18%

1%

Asia

Africa

South
America

3%

Australia

Where does your company have remote sites?

64%

47%

47%

30%

North
America

Asia

Europe

China

27%

23%

21%

16%

South
America

Australia

Middle
East

Africa
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Which category best describes your title or role?

39%

Network Administrator/Analyst/Architect/Engineer/Manager

18%

IT Director

16%

Security Analyst/Architect/Engineer/Manager

15%

IT Staff

7%

CIO/VP IT

4%

Consultant (Technical)

Over the next 12 months, what do you anticipate will happen to your
networking and security budgets?
Networking

41%

Increase

9%

Decrease

42%
8%
Security

59%
4%
29%
9%

Stay the Same
Uncertain

Increase
Decrease
Stay the Same
Uncertain
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Which of the following use cases will be a primary focus for your IT organization
over the next 12 months?

47%

Boost remote access performance

46%

Provide secure, Internet access from any location

45%

Improve visibility into and control over mobile access to cloud applicatio

32%

Eliminate legacy appliances with cloud service

29%

Migrate to cloud datacenters (IaaS)

28%

Replace MPLS with modern and more affordable alternatives

4%

Other (please specify)

Identify the primary (no more than three) networking challenges
facing your IT organization

48%

45%

38%

34%

Managing the
network

Providing and managing
secure mobile/remote
access

Improving performance
between locations

Improving performance to
the cloud/public Internet

32%

23%

20%

10%

High bandwidth costs

Finding and retaining
skilled networking
personnel

Improving last-mile
availability

Too much time to deploy
new locations
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Identify the primary (no more than three) security challenges facing
your IT organization

66%

Defending against emerging threats like malware/ransomware

58%

Enforcing corporate security policies on mobile users

46%

Cost of buying and managing security appliances and software

33%

Monitoring unauthorized SaaS use (Shadow IT)

23%

Hiring and retaining skilled staff

15%

Significantly reducing malware dwell time

Which of the following would best describe your current network?
56%

We rely on appliances for both
security and remote access
We rely on appliances for security, but

17%

a cloud service for remote access
We rely on cloud services for security

13%

and remote access
We rely on cloud services for security,

10%

but appliances for remote access
Other (please specify)

3%
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Which of the following do you think best describes the
footprint of your company's network?

Global

42%

National

23%

(single country)
20%

Regional
(multiple adjacent areas or countries)

15%

Local
(all locations within 500 miles)

How many sites are in your network?

29%

21%

14%

1-10

11-25

26-50

12%

11%

12%

51-100

101-250

251+

Has your company used or does your company use or intend to use
IaaS/cloud datacenter (such as AWS or Azure)?

74%

13%

13%

Yes

No

Don't Know

C a t o S A S E . R e a d y f o r W h a t e v e r ’s N ex t

The Future of Enterprise Networking and Security

14

Which of the following best reflects how many of your users
(FTEs and contractors) primarily work remotely?
Before COVID-19

Today

73%

<25%

14%

<25%

14%

25% - 50%

25%

25% - 50%

9%

51% - 75%

25%

51% - 75%

4%

75%>

35%

75%>

Has your company used MPLS in the past to connect locations?

16%
No

84%
Yes
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What type of network does your organization use to connect sites?

68%

MPLS/VPLS

60%

Internet-based VPN

46%

SD-WAN

26%

Leased Line

19%

SASE

3%

Frame Relay/ATM

3%

Other (please specify)

What is the state of your SD-WAN deployment?

We are actively planning for a SD-

40%

WAN deployment in the next 12
months
We are considering SD-WAN,

24%

however, have no current plans to
deploy
We have no plans to deploy SD-WAN

13%

I don’t know

23%
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What is the state of your SASE deployment?

19%

We are actively planning for a SASE deployment in the next 12 months

27%

We are considering SASE, however have no current plans to deploy

23%

We have no plans to deploy SASE

31%

I don’t know

In your opinion, which of the following are capabilities of SASE?

64%

SD-WAN

36%

NGFW

31%

I’m not sure

27%

Private Global Backbone

21%

MPLS

20%

ZTNA/SDP
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In your opinion, how is SASE related to SD-WAN?

5%

Not related at all

63%

SD-WAN is one of the core components of SASE

4%

They are the same thing

28%

I’m not sure

In your opinion, how is SASE related to remote access?

Not related at all
Remote access is a core

4%
64%

component of SASE
SASE does not support remote

2%

access
I’m not sure

30%

Do you consider SASE to be a solution for

Networking

5%

Security

12%

Both

75%

Neither

8%
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How important do you think SASE is for your business post COVID-19?

Extremely important

15%

Very important

37%

Somewhat important

34%

Not so important

10%

Not at all important

4%

Please rank the following motivations for considering SASE

67%

Simplify management and security

54%

Quickly connect remote users

50%

Avoid excessive WAN-related costs

42%

Improve Internet access

41%

Avoid excessive site deployment/reconfiguration times

39%

Part of a general WAN modernization effort

35%

Improve last-mile availability

32%

Implement cloud migration (compute, UC, etc.)

29%

Need additional bandwidth

29%

Provide greater flexibility in telco selection
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Since migrating to SASE, which of the following benefits have you experienced:

86%

Increased security

70%

Time savings in management and maintenance

55%

Overall cost savings

55%

Greater agility in adapting to new conditions or challenges

36%

Fewer complaints from remote users

36%

All of the above

How likely are you to recommend SASE to your peers?

Likely

42%

Neutal

54%

Not likely

3%

How satisfied are you with your decision to migrate to SASE?

Satisfied

32%

Neutral

67%

Dissatisfied

1%
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Did COVID-19 impact any planned projects?

Yes

75%

No

25%

What impact did COVID-19 have on your planned networking/security projects?
Security for
remote users

Additional VPN
resources

Increased
adoption of cloud
applications

Increased
adoption of cloud
datacenters

74%

Increased Investment

11%

Bandwidth to
offices

43%

Increased Investment

Decreased Investment

28%

Decreased Investment

14%

Froze Project

29%

Froze Project

72%

Increased Investment

38%

Increased Investment

13%

Decreased Investment

23%

Decreased Investment

16%

Froze Project

38%

Froze Project

57%

Increased Investment

29%

Increased Investment

16%

Decreased Investment

24%

Decreased Investment

27%

Froze Project

47%

Froze Project

47%

Increased Investment

21%

Increased Investment

19%

Decreased Investment

27%

Decreased Investment

34%

Froze Project

52%

Froze Project

SD-WAN
appliances for
branch offices

SD-WAN
appliances for
home users

Shift to
ZTNA/SDP
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How do you feel COVID-19 has impacted your company’s perception of the IT team?

3%

Very negatively

8%

Negatively

25%

Neutral

40%

Positively

23%

Very positively

What impact did COVID-19 have on the overall user experience when accessing
applications and resources?

Very negatively

3%

Negatively

12%

Neutral

41%

Positively

35%

Very positively

10%
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How long did it take your company to shift to working remotely?

9%
Still in
process

8%

27%

36%

21%

Months

Weeks

Days

Within
hours

Post COVID-19, what are your plans regarding the remote workforce?

Enable working both remotely and from

64%

office
Continue working remotely

16%

Haven’t decided yet

12%

Move everyone back to office

7%

What is the level of confidence you have in your current network to adapt to industry
and business changes (e.g., shift to work remotely, new security threats, need to scale
up/down quickly, etc.)?

Extremely confident

12%

Very confident

46%

Somewhat confident

34%

Not so confident

7%

Not at all confident

1%
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Which of the following reflects your biggest network concern?
The network’s inability to:

71%

Protect the business from new security threats

53%

Ensure business continuity readiness

46%

Support the expanded remote workforce

34%

Enable flexibility to quickly scale up/down bandwidth per need

31%

Accommodate new types of edges, such as IoT devices

2%

Other (please specify)

Do feel that you have enough time and resources to implement
recognized security best practices?

Yes

43%

No

57%
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Which of the following security best practices have you been unable to implement in
your organization?

41%

Monitor user and file activity to detect malicious users exfiltrating data

41%

Conduct phishing simulations

40%

Analyze security logs to detect internal threats and penetration attempts

39%

Audit access to sensitive data

39%

Educate users with cybersecurity awareness training program

37%

Design an incident response playbook

34%

Eliminate weak passwords through the use of password managers, SSOs, and MFAs

32%

Implement the necessary technologies to prevent data loss

32%

Apply patches to software and systems shortly after the released patch

7%

Other (please specify)
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